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The questions???

What 1s SIL?
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Whatis SILrepresent?



Safety Integrity
Level

Probability of Failure
Demand Per Year

(Low demand mode of operation)

Risk Reduction Factor




Why use SIL concept?
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What is the basic standard
for SIL?
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What 1s SLC?
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(Il Concept

N

Overall Scope
Definition

ANALYSIS

(End User / Consultant)

Hazard & Risk
Analysis

Overall Safety
Requirements

Safety Requiremenits
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Allocation
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Overall Planning Safetyrelated Safetyrelated External Risk
: . systems : systems : other Reduction
Operation Validatior il nstallation & E/E/PES 10| Technology 1 1{Facilities
Maintenanc Planning Commissioning Realisati Realisati Realisati REALIZATI O N
Planning Planning ealisation ealisation ealisation

Overall Installation
& Commissioning

(Vendor / Contractor /
End User)

Overall Safety
Validation

>m Overall Operation
Maintenance

Decommissioning

i

""" M OPERATION

(End User / Contractor)




ANALYS IS

Phase

(End User / Contractor
/ Consultant)

« Concept and Scope

Concept

|

Overall Scope
Definition
Hazard & Risk
Analysis

!

Overall Safety
Requirements

}

Safety Requirements
Allocation

!

ey

« Hazards and Operability (HAZOP) Study

« Layers of Protection Analysis (LOPA)

« Faultdree Analysis, Process Failure Modes and Effects Analysis
« Definition of Safety Functions (Cause and Effect Charts)

« Safety Integrity Level (SIL) Targets



REALIZATION Phase (Vendor / Contractor / End User)

1\ | W v

Overall Planning Safetyrelated Safety—related External Risk
systems: systems: other Reduction
Operation & Alidatio Installation § E/E/PES 10] technology 11 Facilities
Maintenance Pl . Commissioning
Planning S Planning Realization Realization Realization
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| |
Overall Installatiopp_ ___ _t+ |
& Commissioning

\/
Overall Safety
$E Validation
* Architectural / Detail Design
e SIL Verification: Fault Trees / Markov Models

* Operation and Maintenance Planning

e Validation Test Planning
* JInstallation and Commissioning

e Validation Testing



%Overall\Cl)/peration 8 % Overall Modificatio] OPERAT LON

Maintenance & Retrofit (End User / Contractor)

E Decommissioning

* Operation

* RiskBased Maintenance

* Periodic Inspection and Testing

* Modification Process and Retrofit

* Decommissioning



;,ID

* To systematically structure the different

phases to achieve the required functional
safety of E/E/PE Systems

* To provide a framework for safer, more
reliable systems

* To document key information relevant to functional
safety

* To reduce system implementation cost
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is a measure of both something bad

happens, and it will be if it does.

Inherent Process Risk

SE:};-Pﬁocess Design Changes
'SE:=b—Other Risk Reduction

/

Safety Instrumented
System

Risk

A

Acceptable Level of Risk
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Paths to Risk Reduction

Risk after
non -SIS
Mitigation

Non -SIS
Consequence
reduction, e.g.,
containment
dikes

N
SIS Risk

v Reduction
| | \ Final Risk
Acceptable after

Risk Region Mitigation

I

Inherent
Risk of the
Process
(i.e., No
Mitigation)

Non -SIS
likelihood
reduction,
e.g. relief
valves

Unacceptable
Risk Region
ALARP Risk
Region

Consequence
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How SIL works with
SLC?



9 STLEAE RS PR 2 Ja i 1o Rl 22
AR RGO T 2 Juﬂlgﬁﬁﬂﬁ)iﬁﬁ
PR PISIL STIAMN & % U R R4
2 Be I A R, ﬁﬁaﬁﬁﬁé@
iy A =28 . R BN AZAR B a4t
o S IE AR, R S A XU
AN Rz . ST A PR 22 AR
%éjfﬂﬁ;;ﬁé% Aeteflt T 2R H
7k




K

T

SIS 4= Iife

K)o 28 S5 2,10 ) STLHL 73447

2
L
=] =3

I\
H

Z
EC61508-1FE T H#

KR E 77 B

S

%
L

Y
o

A

[ 22 42 50 4

ATAN
N
25

CSILAK £

N Tl AT e R A
o5
=
=SSN




LTRSS ARESRAE R 5 R STL 11 H AR R R

STL XU P

2 100———1000
3 1000-——-10000

4 10000-——100000

RERBAERAT BRI T

PFDavg (P34 RME  PRH (A /N 1 16 R 0 %)

#)
=>10-2 £<10-1= 10-6 2<<10-5
=10-3 £<<10-2 =10-7 £ <10-6
>10-4 $<<10-3 =>10-8 ££<<10-7

=10-5 <104 =10-9 £ <10-8




X BRI R : PFDavg

(average Probability of Failure on

Demand)
ZESER G R A3 . PDFperhour

X (Probability of Dangerous Failure)




Key Concept:
-~ Safety Integrity Level

Safety Integrity
Level

Probability of Failurd
Demand Per Year

(Low demand mode of operation)

Risk Reduction Factor

38
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X How to calculate SIL?
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[EC61508 part 6 —ISATR84. 02 Method

¥ Divide failure rate into failure modes

}_=GLSS*_ Aj) &1q%

DANGEROUS



SD/SU/DD/DU

¥ Divide each failure rate into “detected” and “undetected” (by on
line tests)

SAFE DETECTED SAFE UNDETECTED

DANGEROUS
UNDETECTED

>

40% O

+ ADU DANGEROUS DETECTED




Failure Modes Effects and Diagnostics Analysis FMEDA
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Failure Modes Effects and Diagnostics Analysis FMEDA
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kSD — CS*KS
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Manufacturer's FMEDA

Manufacturer’ s FMEDA
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CSs
,IIII‘}(:D

A

60.0%

DANGEROUS 4

40.0%



Failure category Failure rate (in FITs) \

Fail Safe Detected 118

Fail Safe Undetected 209

Fail Dangerous Detected 1537
Fail Detected (int. diag.) 1324

Fail Low (detected by the logic solver) 188
Fail High (detected by the logic solver) 25

Fail Dangerous Undetected 123
No Effect 436
Annunciation Undetected 0




Simplified Equation PFD

F(t)~ At

PF = it
PFD = JPPRT + 20U T
PFD = APUTI Simplified




Simplified Equation PFDavg

PFDavg =AU t/2

1/PFD(t)

IEC61508

SIL 3

PFDavg

SIL 2 =
- h test period

Operating time interva

Y

Time interval




SILAE B 7E K S R Gl R F



Risk

Reduction Layers

Emergency Response Procedures

Mitigation Systems Layer
e.g. Fire & Gas

Other Preventative Layers
e.g. Mechanical Relief

Instrument-Based Protective Layer

Alarm Layer

Process Control Layer

Process
Design
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SIL Identification and Layer of

Protection Analysis
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Plant and T gtk
Emergency 4
Response
Dike

Relief valve,
Rupture disk

Safety
Instrumented
System

Trip level alarm

Operator
Intervention

Process alarm

Basic
Process Process
Control value

System

Process control layer
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Leak/Fire Detection Hardware Mitigation
Coverage Response Effectiveness
Yes: P=9
Yes: P=090
MNo: P=.1
Yes: P=9
X year
MNo: P=.01
Mo P=A1
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PFDsis = PFDsensor + PFDlogic + PFDactuator

Sensor Logic system Final element
and fO

configuration configuration
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E KRG BRI, 3 WA e IR 7
HEORPERIg A = att, 2 7 I EGE
22K, SEhp LK R ARG WA T
DL B s AR oI oo, I
B PRAESINR - DRFS I

PFDsis = PFDsensor + PFDlogic + PFDactuator

Sensor Logic system Final element
and fO

configuration configuration




SIF Verification Example

Example: Gas Detector

Lambda DU
Gas Detector 6.9x 10-"failures per hour

No Diagnostics, Test Interval -1 year, SIL2

PFDavg = APYTI/ 2

PFDavg = (0.00000069 * 8760) / 2
PFDavg = 0.0003

RRF = 1/PFDavg = 330



Safety Integrity Levels

Safety Integrity
Level

SIL 3

Probability of failure
on demand

(Demand mode of operation)

>=104 to <10-3

Risk Reduction
Factor

10000 to 1000

SIL 2

>=10-3 to <10-2

1000 to 100




SIF Verification Example

Example: F&G Loop Gas detector +
Controller, 1001, SIL2

PFD
Gas Detector: 3X1073

Gas Controller: 2.66x10-3

Test Interval -1 year,

PFDavg =
0.003+0.00266=0.00566=5.66x10"



Safety Integrity Levels

Safety Integrity
Level

SIL 3

Probability of failure
on demand

(Demand mode of operation)

>=104 to <10-3

Risk Reduction
Factor

10000 to 1000

SIL 2

>=10-3 to <10-2

1000 to 100
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TEC61508 Safe Failure Fraction

K TYPE A

|
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<60 % SIL1

60 % <90 %

90 % <99 %




TEC61508 Safe Failure Fraction

TYPEB

1
R = & |

<60% SIL1

60 % < 90 %

90 % < 99 %
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Thank you very much !
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